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Computer Intrusion Threat Computer Intrusion Threat 
Assessment SystemAssessment System
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Task Force MissionTask Force Mission

Identify and investigate computer intrusion 

matters in accordance with the investigative 

priorities established by the Department of 

Defense (DOD) and Department of Justice 

(DOJ) of the United States of America.
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Task Force GoalsTask Force Goals

• Provide a technical solution to assess 
cyber threats targeting unclassified 
computer networks affecting our national 
security & economic wellbeing.

– Real-time data analysis
– Static log analysis
– Global event correlation
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Philadelphia Regional Philadelphia Regional 
Computer Intrusion Task ForceComputer Intrusion Task Force

Law Enforcement

Technical Support

Working together to protect the National Information Infrastructure
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How it WorksHow it Works
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Data Sources Collection Processing Presentation

Evidence
Archive

Analysis

Virtual 
Collectors

Web-based 
InterfaceLog 

Collection
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Threat RedirectionThreat Redirection
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Legal AuthorityLegal Authority  

LE network monitoring under this project is 
accomplished under an exception to the 
Wiretap Act - 18 U.S.C. 2510

18 U.S.C. 2511(2)(c) – Consent Exception 
lawful to intercept electronic communication 
where one party to the communication has 
given prior consent to the interception
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DOJ RequirementsDOJ Requirements

• Signed consent from participants

• Use of network banners on open ports, 

where possible

• Network-based and Host-based 

Intrusion Detection Systems

• Rate limiting of outbound connections

• 24/7 Alerting with a remote VPN 

disconnect capability
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General Participation General Participation 
RequirementsRequirements

• Point of contact (POC) for technical 
support & incident response 

• InfraGard membership for POC

• Signed consent form 

• Internet routable IP for VPN 
connections

• Permission to use public web page 
content for decoy machine  
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Participation BenefitsParticipation Benefits
• No cost host threat monitoring 

• Law Enforcement analysis of 
anomalous network activity and 
reporting 

• Improved incident response to cyber 
threats for source identification and 
location

• Potentially enhance regulatory 
compliance requirements

• Enhancing our National Infrastructure 
Protection (NIP) 
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Public Relations Public Relations 
Risk MitigationRisk Mitigation

• System not intended for criminal 
prosecutions

• LE assumes liability for all deployed 
sensors (cost, build, maintenance) 

• No public disclosure of company 
participation in the project

• No public disclosure of a sensor’s 
identity
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Project GoalsProject Goals
• Automate log sharing to improve cyber 

threat identification

• Anonymize logs to allow peer review 
and cross network correlation

• Establish compromised computer traffic 
redirection procedures for ongoing LE 
analysis

• Utilize NIST Common Criteria approved 
products
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Sample AnalysisSample Analysis
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Sample AnalysisSample Analysis
Google EarthGoogle Earth
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Sample AnalysisSample Analysis
Attacking Countries ListAttacking Countries List
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Sample AnalysisSample Analysis
All CountriesAll Countries
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SummarySummary

• Threat Redirection

• Analysis of anomalous network 
activity with Law Enforcement 
reporting 

• Improved incident response for 
threat source identification and 
location

• Failsafe shutdown capabilities
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CITAS Development TeamCITAS Development Team

• Brian Schaeffer

• Russell Handorf 

• Bill Toffel

• Mitch Parker

• Jose Ortiz
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Thank YouThank You

Richard Marr, DCIS
Richard.Marr@dodig.mil
610-595-1904 ext 223

John Chesson, FBI
John.Chesson@ic.fbi.gov

215-418-4579


