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HOW THE NEW, OPEN SOURCE
FRAMEWORK METHODOLOGY
AFFECTS YOUR NETWORK
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LET’S LAY SOME
FOUNDATIONS

Terms
» Process code
» Initialization
» Stack and stack execution
» Pointers
» Heap
» Overflows
» SHELLCODE- NOP and NOP sleds




OLD METHODOLOGY

"Research intensive

# Install test bed

* OS, Apps, specific gear
* FUZZING to death
# Shell code slide or sled
# Construct reverse shell
» Or injection vector
* Or drop “eggs”
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BREAKING IT DOWN

"User interface to handle options and
settings

‘Network connection handler
‘Handler routine

“Injection vector
'SHELLCODE

“Escape vector




THIS IS A DEFINITE ART

'Deep knowledge

* Os, coding, assembly, memory, sniffing,
packet assembly

‘Time and patience
‘Major trial and error
‘Lots of intuition




SO WHAT?

Each exploit path
takes time

Only 1 of 10 bears
fruit

Limited number of
masters

Dissemination time
lag




ENTER THE FRAMEWORK

‘Self contained
» No GUI dev time
» No handler dev time
» No socket dev time
» Ready-made memory interpretation
» Pre-packaged error handling
» Verbose debugging included




ELIMINATES THE TEDIUM

‘Common easy language- PERL

Pre-written support for debugging,
logging, NOPS, timeouts, SSL, etc.

“API for module loading and updates
Clean, optimized handlers
“Open source
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METASPLOIT

~ Easy Install
* Windoze or Linux

~ Install steps?
» As simple as a “double click” on the exe




PREWRITTEN
EXPLOITS
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etazploit Framework Loaded Exploits

afp_loginext

apache_chunked_win3d2
blackice_pam_icqg
distcoc_exec
exchange2@8H8_xexchH@
frontpage_fpidreg_chunked
ia_webmail

icecast_header
iiz5@_nsiizlog_post
1is580_printer_overf low
iiz5@_webdav_ntdll
imail_ldap

lzass_m=@4_#11
mercantec_softcart
msrpc_dcom_mzB@3_B26
mzsgl2BB8_preauthentication
messqlZ2BA0_rezolution
openuview_omniback
poptop_negative_read
realzserver_describe_linux
samba_nttrans
samba_tranzZ2open
sambart_search_results
servu_mdtm_overf low
smb_szsniffer
solaris_sadmind_exec
sgquid_ntlm_authenticate
sunserve_date
ut28@4_szecure_linux
ut28l4_secure_wind2
warftpd_165_pass

Metazploit Framework Credits
AppleFilefServer LoginExt PathMame Buffer

Apache Wind2 Chunked Encoding

IS5 PAM.d11 ICQ Parszer Buffer Ouverflow
DistCC Daemon Command Execution

Exchange 2008 MSA3—46 Heap Overf low
Frontpage fpddreg.dll Chunked Encoding

IA YWebMail 3.x Buffer Ouerflow

Icecast <<= 2.8.1» Header Overwrite <win3
ITS 5.8 n=zdiizlog.dll POST Overf low

IIS 5.8 Printer Buffer Ouverflow

ITS 5.8 WebhDAU ntdll.dl1l Overf low

IMail LDAP Service Buffer Ouverflow
Microzoft LSASS ME504-811 Ouverf low
Mercantec SoftCart CGI overflow

Microsoft RPC DCOM M503-8Z6

Microsoft SQL Server Hello Buffer Overflo
MS5QL 2888 Reszolution Ouverf low

HP Openliew Omniback I Command Execution
Poptop Megative Read Ouverflow

RealServer Describe Buffer Overf low

Samha Fragment Reaszzembhly Ouverf low

Samba tranzZopen Ouerf low

Samhar 6 Search Rezults Buffer Ouerf low
Serv—U FTPD MDTHM Ouverf low

SMB Password Capture Service

Solaris sadmind Command Execution

Sgquid MNTILM Authenticate Ouverf low
Subversion Date Sunserve

Unreal Tournament 2884 "secure' Ouverf low
Unreal Tournament 2084 "secure' Ouverf low
Har—FTPD 1.65 PASS Ouverf low




“TO HECK"” WITH
SCREENSHOTS
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TWO MORE INTERFACES

MSECL

» Run major scripts, such as:
* Scan class B for port 80
* Check for 1S
* Run Exploit- get admin
* Add new account, upload VNC, etc

"MSFWEB
» Web user Interface




"ROLL YOUR OWN”

- MSFPESCAN

* ANALYSE exes and DLLS for pointers, calls, jumps-
all the stack info you need

* Remember our “Memory Visual’? All that tedious
tracking of pointers, calls, jumps and other
addresses is all mapped out FOR YOU!

» Msfpayload allows custom payloads
* Robust debugging and logging
* Huge reduction of Trial and Error method




More Features!

“InLineEgg

» Python based tool that translates your payload
scripts to assembly- no need to learn assembly
language!- Examples included

If you prefer the C language, use ImPurity to
generate your shellcode

“UplLoadExec- complete payload handler for
uploading and starting your “Trojan of
choice”




HOW THIS AFFECTS YOU
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WHAT CAN | DO?

'DOWNLOAD IT AND USE IT!

* Vulnerability Assessment
* Firewall Testing

» |IDS testing

» Custom App testing

‘Since 1t Is Free, you have only yourself
to blame
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